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Abstract

CSP style synchronous interprocess communication

on top of a run-time system supporting SDL asynchronous
messaging

Unidirectional, blocking channels are supplied

Benefitsare

O No runtime system message buffer overflow

o "Access control" architectural design

A pattern to avoid deadlocks is provided

The message buffer is obsoleted, and a ready-queue-only
couldbeaskedfor.

May be formally verified with the CSP process algebra.

Casestudyof a small, dependableynchronoudlockingchannelsAPI. OShip& forgetrather thansend& forgetO.
“yvind Teig, AutronicaFire andSecurity, Trondheim(A UTC Fire andSecuritycompany) http:\\home.no.net\oyvteig
Page2



From messagejueueto readyqueue Teig, Ercim05,Porto

1. Introduction
2. SDLand CSP
3. Blocking
4. Accesscontrol of other processes

d

E.

All these points will be implicitly covered in the next pages
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5. The layered architecture

Application SDL processes

Asyneh Timers Sy

Processes
messages timer

Functions communicating with interrupt

Interrupt handlers, buffers

SDL

Application CSP processes

Channels
|
|
ARYIED Timers 53" B Processes
messages timer

Functions communicating with interrupt

Interrupt handlers, buffers

CSP
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6. The channels CAPI abstraction

fidefine
fidefine
#define
fidefine
fidefine
fidefine
fidefine
#define
fidefine
fidefine
#define

fidefine

CHAN_INIT F
(CHAN,SENDER ,RECEIVER ,ALTTAKEN)
CHAN_IN_F

(CHAN,DATA ,EVENT)
CHAN _IM UARLEM F
(CHAN,LEN,DATA,EVENT)

ALT CHAM IN F

(GUARD ,CHAN,DATA,EVENT ,ALTTAKEN)
ALT _CHAM_IN_VARLEN_F

(GUARD ,CHAN,LEN,DATA ,EVENT , ALTTAKEN
ALT CHAM IN _ASYNC SIGNAL_F
(GUARD ,CHAN, EVENT ,ALTTAKEN)
CHAN_OUT_F

(CHAN,DATA ,EVENT)
CHAN_OUT_UARLEN F

(CHAN,LEN,DATA ,EVENT)
CHAN_OUT_ASYNC SIGNAL F

(CHAN, RESCHEDULEME )
CHAN_IM_ASYNC_SIGNAL F
(CHAN,EVENT)

ALT TIMER IN_F

{GUARD ,TIME ,UHIT ,EVENT ,ALTSTATE ,ALTTAKEN)

F3H_RESCHEDULE_F
{ EUENT }
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/. Semantics ohsyndironous messages

Many-to-one Lo

Local A

PROC A

A: "Acquire” and se shared X and send ptr to it (how block?)

_\_‘_‘—‘——\_._

Shared X

| et el

B: use shayed X and "release” Pir
l{,.v‘_

Local B p

ol T
PROCB - ==~ Unprotected

l'\M QUetie pos pir i message arrival

3a: use via queue pos pir Alt. 1-3: send data

Alt. A-B: send ptr only

SDL_ASYNCH
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8. Semantics okyndironous channels

One-to-one
Many-to-one if channel array

i N

Queue only used as ready queue (and timer events)

Local A
PROC A
% o
\ No data
E Blocking if first
E | | Mo data
47 Chan state (first, local ptr, length)
=
o)
i - 1\'|
Local B T3
PROC B ™
Guarded message
o _/-’ control
CSP_CHAN
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9. OFrom message queue to ready queueO

Explained with figures above, i.e.:
Messageaueue(shot neededany more
Ready/scheduling queue(s) all we need
But we stuckto whatwe had!

Of coursefimer queue(sheeded
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10. Deadlock avoidance

Observethatwe cannot — Master

* B
deadlockon erroneous '
use of semaphores, we POl met Fr=mmm===-===- -
havenone B OK, come on!

e Thanks!

Only on mutual waiting N
for eachotherin acycle Sla:e Maéster
The patternabove <+ |
requiresMasterto treat < Take this!
Slave-only after "Paoll (Optional: »| Thanks!)

me!", no otherprocess
(An asynchchannelkqualsanoverwritebuffercompositgorocess
with size 1 communicating over synchronous channels)
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11. Coding examples (1)
P BS188 Sim (void)

1
cwitch (ContextPtr->3tate)
i
--- ST_IHITIALIZIHG_A {Initialize)
--- oT_STATE_IH ALT_8308 _B832_ 1684 A
=== ——» ST_STATE_IH ALT_B838_6832 184 EHD_A
--- ST _STATE_DOUT_831_A
--- ST _STATE_DUT_116_A
--- ST _STATE_DOUT_EHND A
--- ST _STATE_STOPPED A, {crash)
--.. default, {(crash)
¥
... Common action: get more to do from workpool
¥

¥ Non-preemptivereturn®to schedulegivesonecommorstack
4. Access control of other processdsnore)

¥ In additionto the"channelswitch" mentionedwve have:
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A processneeddso obeythe protocolsemanticsit doesnot need
to know the semantic®f the otherprocesseshternalbehaviour

Only haveto look atthis procesgo understanavhatserviceit
offers its environment. That service is independent of its
environment - its behaviour is the same anywhere

This 1Is WYSIWYG semantics

Processebecomadependablsoftwarecomponentsno
unpublished interactions (side-effects) between CSP parallel
processes

It also shows the compositional semantics of CSP
Erroneous use of semaphores - not WYSIWYG!
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11. Coding examples (2)

case ST _STATE IH ALT 833 093 A:
{
bool a alt taken = FALSE;
g ALT AL ComP Driver = CHAN ALT EHABLED OH A;

ALT CHAH IH F ({ContextPtr->Guard 833 893, g chan_ 833,
ContextPtr->ALCP_BA33i 8931,
S _EUENT _ALT 833 893 A, &alt taken}):;

ALT _CHAH IH F ({(ContexztPtr->Guard 833 #8923, g chan_ 893,
ContextPtr->ALCP_BA33i 8931,
S EUENT _ALT 833 893 A, &alt taken});

ALT TIMER IH F {ContextPtr->Guard Timer ENTX, HS TIHEOUT A,
TU M5 A, 5 EVENT_TIHEOUT_ A,
&g ALT_AL ComP_Driver, &alt taken);

ContextPtr->State = ST STATE _IH ALT @833 893 128 EHD A;
break;
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12. Formal basisof the architecture

The channelayer API discussedherewasmodelledon macrosused
by the codegeneratof the SPoCoccam-to-Ccompiler

Basedon occam,which is a runningsubseof CSP
The CSPprocessalgebra'discovered'y this usedthroughoccam
However,the CSPmay be usedto modelandverify any system

This would be out of reach(expensive)andnot very interestingfor us
(small systemanduseof known softwarepatterns).

However,otherprocessalgebraslike FSP,analysedwvith thefree
LTSA tool, mayalsobe used.

Modelling asynchronousystemgqalbeitwith finite sizebuffers,which
makesthemsynchronousvhenbuffersareempty/full) is alsopossible
with Promelaandthefree SPINtool
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13. Discussion (1)

"CHAN_CSP" adds about 2 KB of program memory with some
IN, ALT and OUT macros used.

Execution time overhead amiemcpydiscussion
Processor cycles for ALT, discussion
SDL runtime system is about 20 KB

But evenwith 128KB of codespacgor, soon256 KB Pnicefor

an8 bit machinejand+6(11) MHz clock, the added well-being of
knowing that the system never overflows the message queue or
sends unwanted messages into a processes, outweighs the
overhead.
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13. Discussion (2)

This author used occam, SPoC and a C CSP library forl5 years,
"Ship & forget" ratherthan"sendandforget"
Communicatiorstateneedto belearned

Complexity and engineersO preferences and background.

If OO has had its way, the CSP (or the like) also has a way to gc
Grasping the communicating state machines is individual.

A channel most probably seems as belonging toresvork(3)
or transport(4) layer,andcertainlynotthe applicationlayer (7).

Some programmers learn this methodology easily.

However,whenthe communicationnfrastructurecodeoncehas
beensetup, it tendsto staystableandwork.
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13. Discussion (3)

Size of the present "ready queue" is a matter of finding the
maximum scheduling incidence volume.

When maximum has been found, there is no room for further
surpises, since the value is a function of the number of channels
andprocessegjotthe communicatiorpattern.

A subset of?) Ada available for microcontrollers of this type
Java (where CSP libraries are available).

Or hope that result of ongoing occam research will hit industry
some day.

In the meantime, we could use solutions as the one discussed
here, which really is quite dependable, even if it is based on han
written C.
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14.Referenceq1)

Theedit-by-anyonenternetbasedWikipediadictionaryhasbeen
used for some essential computer science terms.

Wikipedia articles often point to more academic sources.

The last reference (to www.wotug.org) has been added since it i
a good starting point for both theory and practice of this field of
computerscience.

The reference list (of this "industrial" paper - as opposed to
"academic") should be used as handsiothacademic starting
points, not especially for direct referencing of origins.
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14.Referenceq?2)

Addedreferencesnotin paper:
¥ http://rmox.net/prelude RawMetal occam- anOSfor
embedded applications
¥ http://www.transpreter.orgoccam on anything
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